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Abstract

This study aimed to design and validate a comprehensive cyber citizenship behavior model with an emphasis on mobile learning in Iran’s
education system. A sequential qualitative design was employed. In the model development phase, grounded theory with open, axial, and
selective coding was applied, followed by a three-round Delphi validation process. Participants included 23 experts in the design phase
and 17 experts in the validation phase selected through snowball and purposive sampling. Data were collected using semi-structured
interviews and expert evaluation checklists and analyzed using SPSS. Validity was established through expert review, and reliability was
confirmed through test—retest with a coefficient of 0.87. The final model consisted of 11 core categories, 27 subcategories, and 121
indicators structured within causal, contextual, intervening, central phenomenon, strategic, and outcome dimensions. The results
indicated strong expert consensus across all dimensions, confirming the robustness and coherence of the proposed model. The developed
model provides a practical and policy-oriented framework for strengthening cyber citizenship behavior, enhancing the effectiveness of
mobile learning, and promoting educational equity in Iranian schools.
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Extended Abstract

Introduction

The rapid expansion of information and communication technologies has fundamentally transformed
contemporary educational systems by reshaping teaching practices, learning environments, and the very
concept of citizenship. Digital tools and networked platforms have created new forms of social participation,
communication, and identity construction that require educational institutions to rethink their pedagogical and
ethical responsibilities. The integration of technology into teaching is no longer optional but has become a
structural necessity for effective schooling in the twenty-first century (Arkorfu et al., 2021; Eftekhari Pour et
al., 2016). Among emerging instructional approaches, mobile learning occupies a central position due to its
capacity to provide continuous access to learning resources, flexible learning pathways, and learner-centered
instructional designs (Towhidal Mohammad, 2017; Zubkovi¢ et al., 2017). However, research consistently
demonstrates that the mere availability of technology does not guarantee educational effectiveness; rather,
outcomes depend heavily on how technology is embedded within school culture, leadership practices, and
teacher competence (Arkorfu et al., 2021; Zubkovi¢ et al., 2017).

Parallel to these instructional transformations, the meaning of citizenship has evolved within the digital age.
Citizenship is no longer confined to physical civic participation but now encompasses behaviors, identities,
rights, and responsibilities within digital spaces (Oyedemi, 2015; Snyder, 2016). This shift has given rise to
the concept of digital citizenship and, more specifically, cyber citizenship behavior, which refers to ethical,
responsible, participatory, and self-regulated conduct in online environments (Jwaifell, 2018; Walters et al.,
2019). Cyber citizenship behavior includes respect for privacy, responsible communication, lawful content
use, constructive participation, and the development of digital identity and self-regulation skills. Prior studies
have emphasized that cyber citizenship is not merely a technical competence but a multidimensional
educational construct encompassing cognitive, ethical, social, and emotional dimensions (Snyder, 2016;
Walters et al., 2019).

The educational relevance of cyber citizenship becomes even more pronounced within mobile learning
environments, where learning activities are continuously embedded in students’ daily digital practices.
Research indicates that self-regulation and supportive social environments play a decisive role in shaping
adolescents’ cyber citizenship behaviors (Morales-Alvarez et al., 2025). Media literacy and digital citizenship
education have also been shown to strengthen civic engagement, ethical awareness, and social responsibility
among learners (Martens & Hobbs, 2015; Oyedemi, 2015). Within the Iranian sociocultural context, digital
platforms have exerted significant influence on social behavior, civic engagement, and identity formation,
highlighting the urgent need for coherent educational frameworks that guide students’ conduct in cyberspace

(Azadi et al., 2025; Roozbehani et al., 2020).



Despite growing recognition of the importance of cyber citizenship, the Iranian education system lacks an
empirically grounded, context-sensitive model that integrates cyber citizenship behavior with mobile learning
practices. Existing studies address fragments of the phenomenon—such as organizational citizenship behavior
among teachers (Razapour Mirsaleh et al., 2017), curriculum development for citizenship education
(Kafshchian Moghadam et al., 2024), or teacher perceptions of digital citizenship (Snyder, 2016)—yet no
comprehensive model has systematically mapped the causal, contextual, strategic, and outcome dimensions of
cyber citizenship within mobile learning environments. Addressing this gap is essential for developing
coherent policies and sustainable educational practices.

Methods and Materials

This study employed a sequential qualitative research design. In the first phase, grounded theory methodology
was used to construct the conceptual model. Data were collected through semi-structured interviews with 23
experts selected via snowball sampling from among university faculty members, senior education
administrators, ICT specialists, and experts in digital learning and cyber citizenship. Interviews were
transcribed verbatim and analyzed through open, axial, and selective coding.

In the second phase, model validation was conducted using the Delphi technique. Seventeen experts
participated in three iterative rounds of evaluation using a structured expert checklist. Quantitative descriptive
analyses were conducted using SPSS software to assess consensus and component importance. Reliability of
the expert instrument was confirmed using the test—retest method with a coefficient of 0.87, and validity was
ensured through expert review and refinement procedures.

Findings

Data analysis produced a comprehensive paradigm model consisting of 11 core categories, 27 subcategories,
and 121 indicators. These were organized within six major dimensions: causal conditions, contextual
conditions, intervening conditions, central phenomenon, strategies, and outcomes.

Causal conditions included mobile digital literacy competencies, network social norms, mobile infrastructure
and access, digital identity and privacy, and mobile learning design. Contextual conditions consisted of mobile
school organizational culture, local policies and regulations, learner and family characteristics, mobile content
ecosystem, and temporal—spatial features of mobile learning.

The central phenomenon of the model was defined as cyber citizenship behavior with emphasis on mobile
learning, composed of ethical cyber actions and interactive participation in mobile learning networks.
Intervening conditions encompassed managerial and strategic support, teacher professional empowerment,
technological leadership, technological support systems, and stakeholders’ technological beliefs and attitudes.
Strategic dimensions comprised learner empowerment in cyber citizenship literacy, integration of mobile
learning into formal curricula, development of inter-organizational partnerships, design of safe and interactive

mobile learning environments, and continuous formative evaluation and feedback within mobile platforms.



Outcome dimensions included enhancement of cyber citizenship literacy and identity, improvement of learning
and self-regulation, strengthening of digital and learner-centered school culture, reduction of cyber behavioral
harms, and increased educational equity and learning opportunities.

Delphi analysis demonstrated strong expert consensus across all model dimensions, with Kendall’s coefficients
exceeding 0.79 in the final round. Mean importance scores indicated that mobile digital literacy, managerial
support, learner empowerment, and educational equity were the highest-weighted components of the model.
Discussion and Conclusion

The findings demonstrate that cyber citizenship behavior in mobile learning environments is a
multidimensional phenomenon shaped by the interaction of personal competencies, institutional structures,
leadership practices, technological systems, and sociocultural contexts. The model highlights the centrality of
mobile digital literacy as the foundational driver of ethical and participatory behavior in cyberspace. Without
sufficient cognitive, technical, and ethical competencies, neither advanced infrastructure nor innovative
pedagogy can yield sustainable educational outcomes.

Equally important is the role of school culture and leadership. The prominence of managerial and strategic
support indicates that cyber citizenship cannot be cultivated solely through classroom instruction; it requires
coherent institutional commitment, professional development systems, and policy alignment. Teacher
empowerment emerged as a critical mechanism for translating institutional goals into classroom practice,
reinforcing the view that teachers function as the primary agents of cultural and behavioral change in digital
education.

The strategic dimension of the model emphasizes that cyber citizenship education must be embedded within
formal curricula rather than treated as an auxiliary program. Integrating mobile learning activities with
curricular objectives creates continuous opportunities for students to practice ethical behavior, self-regulation,
and collaborative participation in authentic digital contexts. The emphasis on safe and interactive learning
environments reflects the necessity of balancing technological innovation with robust ethical safeguards.
Finally, the model’s outcome structure illustrates that effective cyber citizenship education produces benefits
extending beyond digital conduct. Improvements in self-regulation, school culture, reduction of cyber harms,
and enhanced educational equity indicate that cyber citizenship operates as a catalyst for holistic educational
development.

In conclusion, the proposed model provides a comprehensive, empirically grounded framework for guiding
policy formulation, curriculum development, and school-level implementation of cyber citizenship education
within mobile learning environments. By addressing the full spectrum of causal, contextual, strategic, and
outcome dimensions, the model offers a sustainable pathway for strengthening ethical digital participation and

educational quality in the evolving landscape of contemporary schooling.
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