qiniig (550

! Cupe Ugai

Ca e Jo g g 5 p5OL

O 1 &5 o8 OS5 (S1ley Sgw (S3lmo B igeT (G951 b sl

(et el ¢ LS it b o Sles SO (g ible 1 AO3LRw! 0gad VD (63 il Sl el .
03 seble U
Ol &5 8 DS HIS (lailay 3l (g5l iaeT 65831 oboleel LOF4D) L uls VO Y tedsl Ol gy
'l Sk
N=Y& WB)F cCy oo e 5 chinid 38 (5,5 0L Vo SN ik st
. & 1l
\Fe0 :l:ﬁY\‘:éJS}jl{'C’)l: " "
v . .
VFeD p355,5 Y0 1l TR S e
oS>

ol s il Ol (sl (6 s S a8 LSS (sl sl 3l ilme 50T 66 obsliel 5 it ol ( glaulid Coda b sl tags
rbie (halay Ba) L oS iSu 53 5 b sluesls 4l gy b (AST idw )3 oS 3 Sl aseT 00 S0y il (63,118 e i1t
S w35 b oS L35 011 &5 108 42l Ol ke 5 Sy 3lsm 5 (Sl B30T 05 gm (AN O ot Juls AS 2o GBS 08 Lk plonl
S S Ol e ST Jals oS ey (LT analr Ll aall (55 Lt 4y Oy B 5 VY Ll sl Lo (glaaLaan 5 L Olsul (3 pal 6 5 diadita
63738 Jpl s o jme aaliin , YAV (laosls Culgh )3 5 Ldd s 303 Olgieas i YAY OIS oS Jgo b wlul 5 a5 35 5 YYVF sl & O
FLsS GWTLOT Lk sCVR 5 Glgme ols) csisme 2l Gk RN (als) 05 (AS Slaadl s aistluGioes dalidins 5 (oS Si3w 53 Laosls
S il a 5 slasl 435 Sl 313 DL oy p 0905 T gl lidd s el Jole Lo 5 cpnnls 3 09037 e85 (5,187 L nosls s a6
2>k 8 3 (S5 SS alse 5 (Ka s Jolse sl Jalse ¢ glsimn Jalse o5 50T Jolse Cuslsl )3 o i slasd 53505 555 (5 lsline slis
ol dde 3515 slaas Ui i3 V.45 Sl 5L 1 sl (labin sl b 5 s B 51 VL baadl g Jule gl ooles csisb ol s
IFI 546 .1, CFI .8y LI, AGFI ¢ A i, GFI ¢+ 08 I ,RMSEA (YAF Ll 03T aoy5 4 33 5 Cmed § gl S 6l 318 oglas 3
Sy 3l g (S3lomn 55507 (6o 313 OLES ol i b (o8 b e La AV 5 adl o WA Jols oS00 (ol Sl L el ply T s 4280
S ol Sl gl (5585 5 (Sanp ool ol ymme o o5 5aT Slal dinplss Jolos o Cosl a5 ooy cbmtir (o801 0 ) 5708 0SS
ST I3l 5 18 (6,8 a3 50 (1L (Sla Sis s (S5 (5loindl 5 (Slaos 35 1 b ¢ 55 50T (518 Conlo 51 ol (oline L5 o

Al Jlem s 5 slaley (sladasma b agrlge 53 65,08 LSS

Ol &5 W5 668 WE 0S8 S ol el ¢gly Sl (5 5loen 50T 2SS O 59

by gl i o 51 G 5 1P-2© e Ol e g ¢ oot 33T o313 €6 3 0 O ol ¢ sbesl aslo o 5 235587 Sl oS 05 5.0
B Ol (01, oDl 15T o8l ¢ (535 0 Ol oty e o 35507 5 55587 ooy £ Y
CC BY-NC 4.0 15 b Gllas 3T (o n> Syt i ) 5120 Ol pgrteadhnd ¢ oDl 313T o315 ¢ gDl domly ¢ 27 sk 03 8 X

el 43 8§ Oy g

yal.delgoshaei@iau.ac.ir : S, 1 ey



http://creativecommons.org/licenses/by-nc/4.0
http://creativecommons.org/licenses/by-nc/4.0

Lypan Ugui

Intelligent Learning and Management Transformation

Validation of a Virtual Media Literacy Education Model for Employees of
Iran Customs

Leila Abedini Pour' Submit Date: 17 April 2026 How to cite: Abedini Pour, L., Kordestani, F., Delgoshaei, Y., & Khorshidi,
Fereshteh Kordestani! Revise Date: 13 June 2026 A. (2026). Validation of a Virtual Media Literacy Education Model for
Yalda Delgoshaeiz* Accept Date: 22 June 2026 Employees of Iran Customs. Intelligent Learning and Management Transformation,
Abbas Khorshdi? Initial Publish: 22 June 2026 4(5), 1-29.

Final Publish: 22 December 2026

Abstract

This study aimed to identify, prioritize, and validate a virtual media literacy education model for employees of the Islamic Republic of Iran
Customs Administration. This applied study employed an exploratory mixed-methods design. The qualitative phase was conducted using
emergent grounded theory, while the quantitative phase followed a cross-sectional survey design. The qualitative participants consisted of
academic experts in virtual education and media literacy as well as experienced managers of Iran Customs, selected through purposive and
snowball sampling. Semi-structured interviews were conducted with 22 participants until theoretical saturation was reached. The
quantitative population included all managers of Iran Customs, totaling 1,216 individuals. Based on Cochran’s formula, 292 participants
were selected, and finally, 297 valid questionnaires were analyzed. The quantitative instrument was a researcher-made questionnaire
developed from the qualitative findings. Face validity, content validity, and CVR confirmed the validity of the instrument, and Cronbach’s
alpha confirmed its reliability. Data were analyzed using theoretical coding, Friedman’s test, and confirmatory factor analysis. The
Friedman test showed a significant difference among the mean ranks of the model dimensions and components. The dimensions were
prioritized as educational factors, content-related factors, structural factors, cultural factors, and technological factors, respectively.
Confirmatory factor analysis indicated that all factor loadings were above the acceptable threshold, and all significance coefficients were
outside the critical range of +1.96. The structural model demonstrated acceptable fit indices, including x2/df = 2.84, RMSEA = 0.056,
GFI = 0.93, AGFI = 0.91, CFI = 0.95, and IFI = 0.95. Accordingly, the five-dimensional model, consisting of 18 components and 87
indicators, was empirically confirmed. The findings indicate that the virtual media literacy education model for employees of Iran Customs
is a multidimensional, context-specific, and validated model grounded in the systematic interaction of educational, content-related,
structural, cultural, and technological dimensions. The model can provide a scientific basis for educational policymaking, empowerment
program design, enhancement of media literacy competencies, improvement of professional decision making, and strengthening
employees’ preparedness for complex media and digital environments.
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Extended Abstract

Introduction

The rapid expansion of digital transformation has fundamentally reshaped organizational learning, professional
communication, information processing, and decision-making processes in governmental institutions. In
contemporary organizations, digital transformation is not limited to the adoption of technological tools; rather,
it requires the development of workforce capabilities, digital competencies, critical information skills, and
adaptive learning structures that enable employees to function effectively in complex information
environments (Verhoef et al., 2025; Vial et al., 2025). In this context, governmental organizations are
increasingly exposed to platform-based communication, algorithmically mediated information flows,

misinformation, media pressure, and data-intensive administrative systems. Such transformations have made



media literacy an essential organizational competence, particularly for institutions whose employees regularly
interact with sensitive information, public narratives, digital platforms, and professional data systems. Iran
Customs, as a strategic governmental organization located at the intersection of trade, security, economy,
regulation, and information governance, requires employees who are able to critically analyze media messages,
evaluate information credibility, identify misinformation, protect organizational data, and make informed
professional decisions.

Media literacy in the digital era is increasingly conceptualized as a multidimensional competence involving
access to information, critical evaluation of media messages, recognition of bias, ethical communication,
responsible content production, and informed participation in digital environments (Livingstone et al., 2024;
Pangrazio & Cardozo-Gaibisso, 2023). The emergence of platform society has intensified the need for such
competencies, as information circulation is now shaped by platform infrastructures, algorithmic visibility,
networked communication, and rapid dissemination of unverified content (Van Dijck et al., 2023). Studies on
digital and media skills in complex organizational environments emphasize that employees need integrated
competencies in information evaluation, digital communication, problem solving, and professional decision-
making (Van Laar et al., 2025; Yates & Partridge, 2024). In parallel, the growing problem of information
disorder and misinformation has highlighted the importance of media literacy programs for strengthening
critical thinking, reducing vulnerability to false information, and supporting responsible communication
practices (Obasi, 2025; Wardle & Derakhshan, 2023). Public policies in media and information literacy also
stress that media literacy education should be systematic, context-sensitive, institutionally supported, and
aligned with real-world social and organizational needs (European, 2025; Frau-Meigs et al., 2023).

Virtual education provides a suitable platform for developing media literacy competencies, especially in large
organizations where employees are geographically dispersed and require continuous, flexible, and scalable
training. However, the effectiveness of virtual education depends on systematic instructional design,
interactive content, learner engagement, institutional support, and alignment with professional tasks (Bond et
al., 2024; Kebritchi et al., 2025; Zawacki-Richter & Qayyum, 2023). Recent studies have shown that media
and digital literacy training in virtual environments can enhance professional learning when it is designed
around authentic situations, participatory activities, and critical engagement with media content (d'Haenens
& Joris, 2025; Ng, 2025). Furthermore, strategies such as participatory learning, virtual reality, scenario-based
training, digital sign literacy, and vitagenic information-based education have been introduced as promising
approaches for improving media literacy in educational and organizational contexts (Gerigk et al., 2025;
Lazou & Tsinakos, 2025; Maxmudova et al., 2025; Pokulyta & Sotska, 2025; Raji et al., 2025). These
findings indicate that virtual media literacy education should move beyond passive content delivery and toward
competency-based, interactive, context-based learning.

In Iran, studies on media literacy education and virtual learning indicate that the field still faces challenges

such as conceptual dispersion, weak localization, lack of organizationally grounded models, insufficient



attention to professional competencies, and limited integration of media literacy into governmental training
systems (Ghasemi & Ahmadi, 2023; Mohammadi, 2022). Empirical studies have shown that virtual
education can improve media literacy skills among employees, teachers, and learners when it is supported by
appropriate content, instructional structure, and technological infrastructure (Kamyab et al., 2022; Khajeh,
2025; Khosravi & Parsanezhad, 2024). Other studies have emphasized the need to design and validate media
literacy education models based on grounded, mixed-method, and competency-based approaches (Hosseini et
al., 2025; Motamedi Mohammadabadi et al., 2022; Shahamat et al., 2024). Research on cyber media
literacy education, critical evaluation of messages, educational systems for adolescents, military students’
media literacy in cognitive warfare, cyberspace literacy, and family-school interactions further demonstrates
that media literacy is increasingly recognized as a key competence for responsible, critical, and secure
participation in digital society (Arezi et al., 2024; Bayani, 2025; Kadkhodaian Arani et al., 2024; Mahdavi
Nasab et al., 2024; Obeid & Aghaei, 2025; Reddy et al., 2023; Saravani et al., 2023; Saravani et al., 2025).
Nevertheless, despite the growing body of research, there remains a clear gap in the development and validation
of a localized, evidence-based, organizational model for virtual media literacy education among employees of
Iran Customs. Accordingly, the present study aimed to identify, prioritize, and validate a virtual media literacy
education model for employees of Iran Customs.

Methods and Materials:

This study was applied in terms of purpose and employed an exploratory mixed-methods design. The
qualitative phase was conducted using an emergent grounded theory approach, while the quantitative phase
was carried out through a cross-sectional survey method. The participants in the qualitative phase consisted of
academic experts in virtual education, educational technology, media literacy, educational management,
information technology management, and human resource development, as well as experienced managers of
Iran Customs. Participants were selected through purposive and snowball sampling, and semi-structured
interviews were conducted with 22 experts until theoretical saturation was achieved. In the quantitative phase,
the statistical population included all managers of Iran Customs, totaling 1,216 individuals. The sample size
was estimated using Cochran’s formula, and 292 participants were selected through stratified random
sampling. To compensate for possible non-response, 321 questionnaires were distributed, and 297 valid
questionnaires were finally collected and analyzed. Data collection in the qualitative phase was conducted
through semi-structured interviews, while the quantitative phase used a researcher-developed questionnaire
based on qualitative findings. The questionnaire included five dimensions, 18 components, and 87 indicators,
measured on a seven-point Likert scale. The credibility of the qualitative phase was ensured through
triangulation of data, researchers, and methodology. Inter-coder agreement was also calculated and confirmed.
In the quantitative phase, face validity and content validity were examined by experts, and the content validity

ratio was calculated for the components. Reliability was assessed using Cronbach’s alpha. Qualitative data

were analyzed through open, axial, and selective coding using specialized qualitative analysis software.



Quantitative data were analyzed using Friedman’s test and confirmatory factor analysis through statistical
software.

Findings:

The qualitative findings led to the extraction of a virtual media literacy education model consisting of five
dimensions, 18 components, and 87 indicators. The five dimensions included cultural factors, structural
factors, content-related factors, technological factors, and educational factors. Cultural factors consisted of
three components and 15 indicators, including social and cultural interactions, critical approach to media, and
social transformations. Structural factors consisted of four components and 19 indicators, including media
security and risks, media literacy policymaking, financial resource provision, and motivational factors.
Content-related factors consisted of four components and 17 indicators, including program development,
content, attitude toward media, and media studies. Technological factors consisted of two components and
seven indicators, including hardware facilities and software facilities and applications. Educational factors
consisted of five components and 29 indicators, including media information analysis and evaluation skills,
media communication skills, organizational media literacy, information classification and inference skills, and
media control and intelligence skills.

The Friedman test showed that the dimensions and components of the model were significantly different in
terms of priority. The educational dimension ranked first with the highest mean rank, followed by content-
related factors, structural factors, cultural factors, and technological factors. Within the educational dimension,
media information analysis and evaluation skills ranked as the most important component, followed by
organizational media literacy, information classification and inference skills, media control and intelligence
skills, and media communication skills. Within the content-related dimension, content ranked first, followed
by program development, attitude toward media, and media studies. Within the structural dimension,
motivational factors ranked first, followed by media literacy policymaking, media security and risks, and
financial resource provision. Within the cultural dimension, critical approach to media ranked first, followed
by social and cultural interactions and social transformations. Within the technological dimension, software
facilities and applications ranked higher than hardware facilities.

The confirmatory factor analysis results confirmed the empirical validity of the proposed model. All factor
loadings were above the acceptable threshold, indicating that the observed variables adequately explained their
corresponding latent constructs. The significance coefficients for all paths were outside the critical range of
+1.96, confirming the significance of the relationships between observed and latent variables. The goodness-
of-fit indices also supported the adequacy of the model. For the structural model, the ratio of chi-square to
degrees of freedom was 2.84, RMSEA was 0.056, GFI was 0.93, AGFI was 0.91, CFI was 0.95, and IFI was
0.95. These values indicated that the model had an acceptable and desirable fit. Overall, the results confirmed
that the proposed five-dimensional model was statistically valid and suitable for explaining virtual media

literacy education among employees of Iran Customs.



Discussion and Conclusion:

The findings of this study demonstrate that virtual media literacy education for employees of Iran Customs is
a multidimensional and context-specific phenomenon that cannot be reduced to technological infrastructure or
general training content. The priority of the educational dimension indicates that the central concern in this
field is the development of professional competencies, particularly the ability to analyze, evaluate, classify,
interpret, and use media information in work-related decision-making. For Customs employees, media literacy
is not merely a cultural or communicative skill; it is a professional competence that supports accurate judgment,
information security, institutional trust, and responsible organizational behavior. The high priority of media
information analysis and evaluation skills reflects the need for employees to identify unreliable sources,
understand hidden meanings in media messages, recognize biased narratives, and avoid hasty judgments in
digital environments.

The second priority of content-related factors shows that the effectiveness of virtual media literacy education
depends heavily on the quality, relevance, and contextualization of training content. Generic or theoretical
content is unlikely to produce meaningful change in employees’ professional behavior. Instead, content should
be designed around real Customs-related scenarios, including misinformation about trade regulations, media
narratives about border control, cybersecurity threats, organizational reputation, public communication, and
ethical use of digital platforms. The findings also show that program development, attitude toward media, and
media studies should be treated as complementary components of content design. In this sense, effective virtual
media literacy education requires not only instructional materials but also a coherent curriculum, a realistic
understanding of media systems, and the development of balanced, critical, and responsible attitudes toward
media.

The confirmation of structural, cultural, and technological dimensions further indicates that successful
implementation of the model requires organizational support, policy integration, cultural readiness, and
appropriate infrastructure. Structural factors show that training must be supported by formal policies, financial
resources, motivational mechanisms, and security-oriented guidelines. Cultural factors demonstrate that
employees’ media behavior is shaped by organizational values, social interactions, and critical attitudes toward
media. Technological factors, although ranked last, remain necessary as enabling conditions for virtual
education. Their lower priority suggests that technology alone is insufficient and must be integrated with
pedagogy, content, organizational policy, and professional practice. Overall, the validated model provides a
scientific and practical foundation for educational policymaking, employee empowerment, and professional
competence development in Iran Customs. The model can help the organization move from fragmented and
general training practices toward systematic, evidence-based, competency-oriented, and mission-aligned

virtual media literacy education.
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