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Abstract

The present study aimed to formulate e-commerce security strategies in private banks of Zahedan with emphasis on identifying influential dimensions
and variables through the analysis of strengths, weaknesses, opportunities, and threats. This study was applied in terms of purpose, mixed-method
(qualitative—quantitative) in nature, and descriptive—analytical in methodology. The statistical population consisted of 50 managers and specialists in the
field of e-commerce in Zahedan who were selected using the snowball sampling method. Data were collected through assessment of e-commerce security
indicators and analyzed using the SWOT technique. Internal factors, including strengths and weaknesses, and external factors, including opportunities
and threats, were identified and standardized. Based on the obtained coefficients, the appropriate strategy for improving e-commerce security was
determined. The findings demonstrated that weaknesses with a mean coefficient of 9.45 and threats with a coefficient of 6.21 had the highest impact on
the security status of e-commerce in private banks of Zahedan, whereas strengths with a coefficient of 9.18 and opportunities with a coefficient of 5.13
had the lowest impact. The most critical weaknesses included inconsistency in encryption mechanisms, weak customer authentication procedures, lack
of backup software during service interruptions, and vulnerability of information systems to natural disasters. The major threats included inadequate
employee training, insufficient use of intrusion detection and event logging systems, and lack of standard security protocols. The internal—external matrix
analysis indicated that the banks were positioned within the defensive zone, suggesting that reducing weaknesses and avoiding threats should be considered
the dominant strategic approach. The results indicate that e-commerce security in private banks of Zahedan is challenged by significant structural
weaknesses and environmental threats. Therefore, enhancing security infrastructure, improving authentication mechanisms, implementing standard
security protocols, training employees, and deploying intrusion detection systems are essential for strengthening e-commerce security. Adopting a
defensive strategy focused on minimizing vulnerabilities can improve customer trust and support the sustainable development of electronic banking
services.
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Extended Abstract

Introduction

The rapid development of information and communication technologies has fundamentally transformed the
structure of modern business environments and financial systems. The emergence of digital platforms, smart
banking, and electronic commerce has significantly changed the way organizations provide services and
interact with customers (Sarlak, 2012; Xu et al., 2025). In this context, electronic commerce has become one
of the most important pillars of the digital economy, enabling organizations to provide faster, more accessible,
and more efficient services. Banking institutions, in particular, have increasingly adopted electronic commerce
infrastructures to improve operational efficiency, reduce transaction costs, and enhance customer satisfaction
(Mahmoudzadeh, 2016; Taghipourian, 2026). However, the expansion of electronic commerce has
simultaneously increased the complexity of cybersecurity threats and information security risks, making
security one of the most critical challenges in electronic banking systems (Kraft & Kakar, 2009; Torabi &
Zamani, 2013).

Security in electronic commerce refers to the protection of information, digital transactions, communication
infrastructures, and customer data against unauthorized access, destruction, misuse, or disclosure. In the
banking sector, electronic security is directly associated with customer trust and organizational credibility.
Customers are unlikely to use online banking systems if they perceive them as insecure or unreliable (Kim et
al., 2010; Lam & Osly, 2021). Therefore, the sustainability and effectiveness of electronic commerce depend
largely on the ability of financial institutions to establish secure infrastructures and maintain customer
confidence. Previous studies have demonstrated that customers’ perceptions of security significantly affect
their trust in online payment systems and their willingness to adopt electronic banking services (Mehdizadeh
& Moloudian, 2019; Sutia et al., 2020).

The increasing use of digital technologies, FinTech services, and artificial intelligence applications in banking
has intensified the need for more sophisticated security frameworks. Although digital transformation has
created new opportunities for banks to improve service quality and operational performance, it has also
introduced new vulnerabilities and cyber threats (Xu et al., 2025; Yousefi et al., 2025). Threats such as data

breaches, phishing attacks, identity theft, malware intrusion, and weaknesses in authentication systems have

become major concerns for electronic banking systems worldwide (Saravari, 2023). In response to these



threats, researchers have emphasized the importance of implementing advanced security technologies such as
encryption mechanisms, digital signatures, intrusion detection systems, and multi-factor authentication
processes (Pormozeh et al., 2012; Shemin & Vipinkumar, 2016).

Several studies have highlighted the strategic role of security in customer satisfaction and electronic commerce
development. Alalwan et al. found that perceived risk significantly influences customers’ intentions to adopt
internet banking services (Alalwan et al., 2018). Similarly, Kim et al. demonstrated that customer trust in
electronic payment systems is largely shaped by perceived confidentiality, integrity, and reliability of banking
systems (Kim et al., 2010). Moreover, Seidi et al. emphasized that customer trust is one of the key determinants
of positive customer behavior in electronic commerce environments (Seidi et al., 2024). Consequently,
improving electronic commerce security is not merely a technical requirement but also a strategic necessity
for customer retention and sustainable competitive advantage in the banking industry.

In Iran, and particularly in less developed regions such as Sistan and Baluchestan Province, electronic banking
systems face additional infrastructural and managerial challenges. Mahna identified limitations such as
inadequate technical infrastructure, insufficient human resources, and low digital literacy as major barriers to
the development of electronic commerce in the region (Mahna, 2009). Furthermore, previous studies have
indicated that many organizations still lack coherent cybersecurity strategies and integrated security policies
despite growing awareness of cyber threats (Hajmalek & Tavakoli, 2016; Saravari, 2023). Therefore,
identifying internal weaknesses, external threats, organizational strengths, and environmental opportunities is
essential for developing effective security strategies in electronic banking systems. SWOT analysis has been
recognized as an appropriate strategic tool for evaluating internal and external factors influencing
organizational security performance (Alrawashdeh et al., 2012; Liu, 2011).

Considering the importance of electronic commerce security in banking systems and the increasing risks
associated with digital transformation, the present study aimed to formulate electronic commerce security
strategies in private banks of Zahedan using SWOT analysis to identify strengths, weaknesses, opportunities,
and threats affecting banking security systems.

Methods and Materials

This study was applied in terms of purpose and employed a mixed-method descriptive—analytical design. The
statistical population consisted of 50 managers and specialists working in the field of electronic commerce and
electronic banking in private banks located in Zahedan city. Participants were selected using the snowball
sampling technique due to the specialized nature of the research topic and the limited accessibility of qualified
experts in electronic banking security.

Data collection was conducted through expert evaluations and assessments of electronic commerce security
indicators in private banking systems. The study focused on identifying internal and external factors affecting
the security of electronic commerce in banking services. Internal factors included organizational strengths and

weaknesses, while external factors involved opportunities and threats related to electronic banking security.



The SWOT analytical framework was employed to evaluate the strategic position of private banks regarding
electronic commerce security. Initially, all identified factors were standardized using a numerical scale ranging
from 1 to 10 based on their importance and impact on security performance. Then, mean coefficients were
calculated for strengths, weaknesses, opportunities, and threats according to the experts’ evaluations.
Subsequently, internal and external factors were compared and weighted to determine the dominant strategic
orientation suitable for improving electronic commerce security in private banks of Zahedan.

The analysis process involved identifying the most influential weaknesses and threats, assessing existing
organizational strengths, and determining available opportunities for security enhancement. Finally, based on
the SWOT matrix results and the internal—external strategic positioning model, appropriate security strategies
were formulated for private banking systems in Zahedan.

Findings

The findings revealed that weaknesses and threats had significantly greater influence on the security status of
electronic commerce in private banks compared to strengths and opportunities. Weaknesses obtained the
highest mean coefficient (9.45), followed by threats (6.21), while strengths (9.18) and opportunities (5.13)
demonstrated lower relative impact. These results indicate that private banks in Zahedan face substantial
internal vulnerabilities and external cybersecurity challenges in their electronic commerce systems.

The most critical weaknesses identified in the study included inconsistencies in encryption mechanisms,
vulnerability of banking information to natural disasters such as fire and earthquakes, lack of alternative
software systems during service interruptions, weak customer authentication processes, and insufficient
control mechanisms during activation of electronic services. Additional weaknesses included customers’
failure to maintain confidentiality of financial information, inadequate governmental support for electronic
commerce security, and lack of updated operating systems and secure applications.

The most important external threats involved inadequate employee training regarding cyberattack prevention,
lack of effective intrusion detection systems, insufficient use of event logging and monitoring systems, and
failure to implement standard security protocols and valid digital certificates in internet banking systems. These
findings suggest that both technological and human factors contribute substantially to the insecurity of
electronic banking services in private banks.

The SWOT matrix analysis demonstrated that the strategic position of private banks in Zahedan falls within
the defensive zone. The internal-external matrix indicated that weaknesses and threats outweighed strengths
and opportunities, suggesting that defensive strategies focused on minimizing vulnerabilities and avoiding
threats should be prioritized. The analysis further showed that banks should concentrate primarily on
strengthening security infrastructures, improving authentication systems, implementing standard cybersecurity
protocols, and enhancing employee awareness and technical capabilities.

Among the identified strengths, employee commitment to preserving customer information, customer

notification systems through SMS and email alerts, and relatively secure banking software were recognized as



positive factors supporting electronic commerce security. In addition, opportunities such as the use of digital
signatures, backup servers, and unauthorized access detection systems were identified as potential areas for
future security development.

Overall, the findings highlighted that private banks in Zahedan require comprehensive strategic planning to
improve electronic commerce security. The dominant security strategy should focus on reducing internal
weaknesses while simultaneously addressing external cyber threats through integrated technological,
managerial, and educational approaches.

Discussion and Conclusion

The findings of this study indicate that private banks in Zahedan are currently operating within a vulnerable
electronic commerce security environment characterized by significant internal weaknesses and external
threats. The dominance of weaknesses and threats over strengths and opportunities suggests that the banking
sector has not yet achieved sufficient cybersecurity maturity to fully support secure electronic commerce
operations. This situation reflects broader challenges faced by financial institutions in developing digital
economies where rapid technological expansion is not always accompanied by adequate security
infrastructures and strategic planning.

One of the most important findings was the weakness of authentication mechanisms and inconsistencies in
encryption systems. These deficiencies increase the risk of unauthorized access, identity theft, and financial
fraud. In digital banking environments, authentication systems constitute the first layer of defense against
cyberattacks; therefore, weaknesses in this area can seriously undermine customer trust and organizational
credibility. Furthermore, the absence of standard security protocols and intrusion detection systems indicates
that many banks still rely on outdated or fragmented security approaches rather than integrated cybersecurity
frameworks.

The findings also emphasized the importance of human and organizational factors in electronic commerce
security. Inadequate employee training and insufficient awareness regarding cyber threats were identified as
major threats affecting banking security. This demonstrates that cybersecurity cannot be addressed solely
through technological solutions; rather, it requires the development of organizational security culture,
continuous staff training, and strategic management of information security. Employee behavior, customer
awareness, and institutional commitment all play essential roles in reducing electronic banking vulnerabilities.
Another significant result of the study was the strong relationship between security and customer trust. Secure
electronic banking systems improve customer confidence, increase satisfaction, and encourage greater
adoption of online financial services. Consequently, enhancing electronic commerce security can contribute
not only to risk reduction but also to customer loyalty, competitive advantage, and sustainable organizational
performance. In the era of smart banking and digital transformation, security has become a strategic

organizational asset rather than merely a technical requirement.



The study further demonstrated that private banks need to adopt defensive security strategies emphasizing
vulnerability reduction and threat prevention. Such strategies should include strengthening cybersecurity
infrastructures, implementing advanced encryption and authentication systems, developing intrusion detection
mechanisms, creating backup systems, and establishing comprehensive incident response procedures.
Moreover, integrating artificial intelligence and intelligent monitoring technologies into banking security
systems may significantly improve threat detection and risk management capabilities in the future.

In conclusion, the present study revealed that electronic commerce security in private banks of Zahedan is
confronted with substantial technological, organizational, and environmental challenges. The dominance of
weaknesses and threats indicates the urgent need for strategic interventions aimed at improving cybersecurity
readiness and strengthening electronic banking infrastructures. Effective electronic commerce security
requires a comprehensive approach integrating technological innovation, organizational management,
employee education, and customer trust development. By implementing coherent security strategies and
investing in advanced cybersecurity systems, private banks can improve the safety of electronic transactions,

enhance customer confidence, and support the sustainable growth of digital banking services.
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