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Abstract

The present study aimed to identify and explain the key components of enhancing employees’ digital skills in the Ministry of Communications and
Information Technology and to provide a conceptual model for developing digital competencies in governmental organizations. This study was applied
in terms of purpose and qualitative-exploratory in nature, conducted using thematic analysis. The research population consisted of digital skill experts,
policymakers, managers, and specialists familiar with digital transformation in the public sector. Participants were selected through purposive and
theoretical sampling, and sampling continued until theoretical saturation was achieved. A total of 16 semi-structured in-depth interviews were conducted,
of which 11 interviews were selected for final analysis after refinement. Data were analyzed through open, axial, and selective coding. To enhance
trustworthiness and validity, peer review, member checking, and audit trail strategies were employed. The data analysis resulted in the extraction of 120
basic themes, 8 organizing themes, and 4 overarching themes. The overarching themes included development of employees’ technological competencies,
cultural transformation and digital learning within the organization, digital transformation management and organizational infrastructures, and challenges
and consequences of digital skill enhancement. Findings indicated that enhancing digital skills is a multidimensional process dependent not only on
technical competencies but also on positive attitudes toward technology, continuous learning culture, managerial support, digital leadership, technological
infrastructure, and organizational policymaking. In addition, barriers such as lack of resources, employee resistance to change, and inadequate
communication infrastructures were identified as the most significant challenges to digital skill development. Conversely, outcomes such as increased
productivity, improved service quality, enhanced job satisfaction, and greater organizational innovation were identified as positive consequences of digital
skill enhancement. The findings demonstrated that improving employees’ digital skills cannot be achieved solely through technical training; rather, it
requires a comprehensive approach integrating technological competencies, digital learning culture, transformational leadership, and organizational
infrastructure. The conceptual model proposed in this study can serve as a foundation for policymaking and planning aimed at developing digital human
capital and improving the performance of governmental organizations.
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Extended Abstract

Introduction

Digital transformation has become one of the most influential forces reshaping organizational, economic, and
social structures in the contemporary world. The rapid expansion of information and communication
technologies, artificial intelligence, cloud computing, big data analytics, and smart systems has fundamentally
changed the nature of work and organizational operations. In this environment, digital skills are no longer
considered optional competencies; rather, they are essential requirements for organizational sustainability,
innovation, competitiveness, and effective governance. Organizations that fail to equip their workforce with
adequate digital competencies are increasingly exposed to operational inefficiencies, reduced adaptability, and
weakened organizational performance (Kampoowale et al., 2026; Molla et al., 2025).

The concept of digital literacy has evolved significantly over the past decade. Earlier perspectives defined
digital literacy primarily as the technical ability to use digital devices and software. However, contemporary
approaches conceptualize digital competence as a multidimensional construct involving technical, cognitive,
communicative, ethical, and analytical capabilities that enable individuals to function effectively in digital
environments (Falloon, 2020). From this perspective, employees are expected not only to use technological
tools but also to critically analyze digital information, collaborate in virtual settings, solve technology-related
problems, and continuously adapt to emerging technological innovations. Consequently, organizations are
increasingly emphasizing the development of comprehensive digital competencies among employees as a
strategic priority.

Human capital plays a central role in the success of digital transformation initiatives. Recent studies indicate

that the relationship between digital transformation and organizational performance is significantly mediated



by the quality of human capital and employees’ digital competencies (Kampoowale et al., 2026). Likewise,
Duha et al. emphasized that the allocation and development of digitally competent human resources is one of
the key drivers of sustainable economic and organizational growth in the digital age (Duha et al., 2025).
Therefore, investment in digital skill enhancement is not merely an educational initiative but a strategic
mechanism for improving organizational resilience, innovation, and productivity.

The increasing dependence of organizations on digital systems has also expanded the range of required
employee competencies. Modern organizations require employees who are capable of data analysis, digital
communication, cybersecurity awareness, digital decision-making, and effective interaction with integrated
information systems. Marsh demonstrated that digital literacy positively influences employees’ continuance
intention toward digital workplaces and improves individual performance (Marsh, 2022). This finding
highlights the role of digital competence in enhancing work efficiency and adaptability within technologically
advanced organizational environments.

In governmental organizations, digital competencies are even more critical because public institutions are
increasingly expected to deliver efficient, transparent, and citizen-centered services through digital platforms.
The transition toward e-government and smart governance requires employees who can effectively utilize
digital systems and participate in technologically driven organizational processes. However, the absence of
adequate digital skills among employees can create barriers such as reduced service quality, slower
administrative processes, resistance to organizational change, and inefficient implementation of digital
transformation programs (Rahmah, 2022). Consequently, digital skill enhancement has become a strategic
necessity for public-sector organizations.

The literature also indicates that digital skills are closely associated with psychological empowerment, learning
strategies, and professional adaptability. Kim found that digital literacy and learning strategies significantly
contribute to the development of core competencies among individuals (Kim, 2019). Similarly, MacLure
reported that psychological empowerment reduces negative stress and enhances employees’ capacity to cope
with changing work environments (MacLure, 2018). These findings suggest that employees who feel
competent and confident in digital environments are more likely to participate actively in organizational
transformation initiatives.

Another important dimension of digital skill development relates to organizational culture and continuous
learning. Digital transformation requires organizations to foster learning-oriented environments where
employees continuously update their competencies and adapt to technological changes. Tejedor et al.
demonstrated during the COVID-19 pandemic that digital literacy played a vital role in maintaining learning
continuity and adaptation to remote educational environments (Tejedor et al., 2020). Anthonysamy also
emphasized that deficiencies in digital literacy negatively affect participation and effectiveness within digital

learning systems (Anthonysamy, 2020). Therefore, organizations must not only provide technical training but



also cultivate a digital learning culture that encourages innovation, flexibility, and continuous professional
development.

Digital literacy is also associated with broader issues such as social inclusion, economic resilience, and
equitable access to opportunities. Kass-Hanna et al. highlighted the importance of digital and financial literacy
in strengthening resilience and empowerment within developing societies (Kass-Hanna et al., 2021). In
addition, Beck et al. argued that digital literacy should include critical awareness of privacy, surveillance, and
ethical concerns in digital environments (Beck et al., 2021). These perspectives emphasize that digital
competence extends beyond technical proficiency and involves responsible and informed participation in
digital ecosystems.

Despite the growing importance of digital competencies, organizations continue to face significant challenges
in this area. Resistance to technological change, inadequate infrastructure, limited managerial support,
insufficient training programs, and low employee motivation remain major barriers to digital transformation.
Castilla et al. demonstrated that organizational investment in digital literacy significantly improves employee
readiness for technological adaptation and organizational performance (Castilla et al., 2022). These findings
indicate that sustainable digital transformation requires systematic organizational investment in both
technological infrastructure and human resource development.

Considering the strategic role of the Ministry of Communications and Information Technology in developing
digital infrastructure and promoting digital transformation in Iran, enhancing employees’ digital skills has
become increasingly important. However, there is still a lack of comprehensive and context-based models
addressing the key components of digital skill enhancement within governmental organizations. Accordingly,
the present study aimed to explore and identify the key components of enhancing employees’ digital skills in
the Ministry of Communications and Information Technology.

Methods and Materials

The present study employed a qualitative and exploratory research design using thematic analysis. The study
population consisted of experts, policymakers, managers, and specialists familiar with digital transformation
and digital skill development within governmental organizations, particularly within the Ministry of
Communications and Information Technology.

Participants were selected through purposive and theoretical sampling. The sampling process continued until
theoretical saturation was achieved. In total, 16 in-depth semi-structured interviews were conducted. After data
refinement and evaluation of informational richness, 11 interviews were selected for final analysis.

Data collection was conducted through semi-structured interviews designed around open-ended questions
focusing on participants’ perceptions and experiences regarding digital skills, organizational digital
transformation, barriers to digital learning, and requirements for digital competency development. Interviews

were audio-recorded with participants’ consent and subsequently transcribed verbatim.



Thematic analysis was conducted systematically through multiple stages. Initially, interview transcripts were
repeatedly reviewed to achieve familiarity with the data. Open coding was then performed to identify
meaningful units and preliminary conceptual labels. Similar codes were grouped into subthemes and
organizing themes. Finally, broader overarching themes were extracted by integrating conceptually related
categories. To enhance credibility and trustworthiness, strategies such as peer review, member checking, and
audit trail documentation were employed throughout the analytical process.

Findings

The analysis of qualitative data resulted in the extraction of 120 basic themes, 8 organizing themes, and 4
overarching themes related to digital skill enhancement among employees.

The first overarching theme was “development of employees’ technological competencies.” This theme
included components such as proficiency in digital tools, ability to work with administrative software,
cybersecurity awareness, data literacy, digital problem-solving skills, and competency in web-based
organizational systems. Participants emphasized that technological competencies constitute the operational
foundation of digital transformation and directly influence employee performance and organizational
effectiveness.

The second overarching theme was “cultural transformation and digital learning within the organization.” This
theme reflected employees’ attitudes toward technology, willingness to participate in digital learning
programs, motivation for continuous learning, acceptance of technological change, and organizational support
for lifelong learning. Participants repeatedly highlighted that digital transformation cannot be achieved solely
through technical training; rather, it requires the creation of a learning-oriented organizational culture that
encourages innovation, adaptability, and collaboration.

The third overarching theme was “digital transformation management and organizational infrastructure.” This
theme included organizational policies, digital leadership, technological infrastructure, managerial support,
continuous software updates, and strategic planning for digital transformation. Participants argued that
organizational infrastructure and leadership are essential prerequisites for sustainable digital skill development.
They also emphasized that managers must serve as digital role models and actively support employees
throughout transformation processes.

The fourth overarching theme was ‘“challenges and consequences of digital skill enhancement.” Major
challenges identified by participants included resistance to technological change, inadequate financial
resources, lack of motivation, insufficient communication infrastructure, and fear of technological failure. At
the same time, participants identified several positive outcomes associated with digital skill enhancement,
including increased productivity, improved quality of public services, faster administrative processes, higher

job satisfaction, enhanced innovation, and stronger organizational competitiveness.



Overall, the findings demonstrated that digital skill enhancement is a multidimensional and interconnected
process influenced by individual competencies, organizational culture, managerial practices, and
infrastructural capacities.

Discussion and Conclusion

The findings of the present study indicate that enhancing employees’ digital skills in governmental
organizations is a complex and multidimensional process that extends beyond technical training. Digital
transformation requires the simultaneous development of technological competencies, organizational learning
culture, digital leadership, and infrastructural readiness.

The study demonstrated that employees’ technological competencies form the operational core of digital
transformation. Skills such as cybersecurity awareness, data analysis, digital communication, and proficiency
in organizational digital systems were identified as essential capabilities for effective performance in digital
workplaces. Employees who possess higher levels of digital competence are more capable of adapting to
technological changes and contributing to organizational innovation.

The findings also highlighted the central role of organizational culture in digital transformation. A culture that
promotes continuous learning, innovation, and technological openness significantly facilitates the development
of digital competencies. Employees are more willing to engage in digital learning processes when
organizations provide supportive learning environments and encourage participation in technology-driven
initiatives.

Another important finding was the significance of digital leadership and organizational infrastructure. Digital
transformation initiatives cannot succeed without managerial commitment, strategic planning, and appropriate
technological infrastructure. Leaders play a critical role in reducing resistance to change, motivating
employees, and integrating digital transformation into organizational strategies.

The study further revealed that despite numerous benefits associated with digital skill enhancement,
organizations continue to face significant barriers, including inadequate resources, employee resistance, and
technological anxiety. However, when managed effectively, digital transformation can improve organizational
productivity, service quality, employee satisfaction, and institutional innovation.

In conclusion, the findings suggest that digital skill enhancement should be viewed as a comprehensive
organizational transformation process rather than a limited technical training initiative. Sustainable digital
transformation requires the integration of human capital development, digital learning culture, managerial
support, and technological infrastructure. The conceptual framework developed in this study may serve as a
practical foundation for policymakers and organizational leaders seeking to strengthen digital competencies

and improve performance within governmental organizations.
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