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Abstract

The primary objective of this study is to design an efficient steganography method for the authentication of exam papers, ensuring that the original image
quality is maximally preserved with the least amount of distortion. This study proposes a three-stage image steganography method that combines
optimization, steganography, and frequency-domain transforms. To prevent the degradation of sensitive regions, data embedding is avoided in edges and
corners. Instead, high-energy regions without edges or corners are extracted and selected. The proposed framework utilizes the Wavelet transform,
Discrete Cosine Transform (DCT), Huffman coding, and the African Vultures Optimization Algorithm (AVOA). The simulations were conducted in the
MATLAB environment, and the performance of the proposed method was evaluated against three baseline schemes. The evaluation results demonstrated
that the proposed method significantly improved image steganography quality by achieving minimum Mean Squared Error (MSE) values. Compared to
the three baseline methods, the proposed approach showed an MSE improvement of 3% to 4% for the first test image, 25% to 39% for the second image,
and 3% to 25% for the third image. Across all three tested images, the proposed method consistently yielded better MSE outcomes than the baseline
schemes. The integration of the Wavelet transform, AVOA optimization, and Huffman coding provides a secure and highly effective steganographic
solution for exam paper authentication and intellectual property protection, proving superior to existing approaches by significantly reducing errors and
preserving visual quality.
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Extended Abstract

Introduction

The rapid acceleration of digital transformation within global educational infrastructures has necessitated the
development of formidable security frameworks to ensure the authentication, integrity, and provenance of
electronic documents, particularly high-stakes digital exam papers. As academic institutions increasingly rely
on remote assessment platforms, the vulnerability of digital documents to unauthorized duplication, malicious
tampering, and identity fraud has become a critical operational challenge, driving researchers to explore
advanced digital image and video watermarking methodologies as a primary line of defense (Aberna &
Agilandeeswari, 2024). In recent years, the literature has witnessed a paradigm shift toward sophisticated
techniques aimed at identity protection, verification, and the source authentication of web-distributed content
across diverse digital landscapes (Shaliyar & Mustafa, 2024; Sharma et al., 2024; Singh & Kasana, 2024).
Concurrently, extensive explorations into domain-specific applications, such as medical image watermarking
and biomedical image analysis, have established rigorous standards for preserving the structural integrity and
high-fidelity details of sensitive host media (Chakraborty & Mali, 2023; Gull & Parah, 2024). The
evolutionary trajectory of watermarking has been significantly augmented by the integration of deep learning
architectures, which have demonstrated exceptional capabilities in identifying optimal embedding regions and
resisting complex geometric attacks, albeit often at the cost of substantial computational overhead (Dong et
al., 2023; Hosny et al., 2024; Zhu et al., 2021). Furthermore, advancements in data augmentation, quaternion-
based color image processing, and comprehensive steganographic frameworks have expanded the theoretical
boundaries of secure data concealment in standard and complex spaces (Abdulhammed et al., 2022;
Hassaballah et al., 2021; Huang et al., 2023; Mahto & Singh, 2021; Xu et al., 2023). Despite these
technological strides, achieving an optimal equilibrium between robust watermark retention and absolute
imperceptibility—often quantified via structural similarity indices—remains a persistent challenge in the

design of comprehensive algorithms (Wan et al., 2022; Wang et al., 2022; Wang et al., 2004). Traditional



frequency domain transformations, including the Discrete Cosine Transform (DCT) and Discrete Wavelet
Transform (DWT), have historically provided a foundational basis for improving resilience against common
signal processing distortions such as JPEG compression (Abdulrahman & Ozturk, 2019; Lin et al., 2010).
More recently, researchers have focused on overcoming vulnerabilities by employing geometric correction
codes, advanced blind detection algorithms tailored for remote sensing environments, and innovative
optimization techniques to intelligently navigate the host image’s frequency spectrum (Ren et al., 2023;
Sharma et al., 2022; Zhou et al., 2023). Building upon these foundational advancements and projecting into
future technological horizons (Sudar et al., 2025), this study addresses the critical research gap in educational
document security by introducing a novel, multi-stage watermarking framework that synergizes frequency
domain transformations with metaheuristic optimization to seamlessly authenticate digital exam papers
without compromising visual or structural fidelity.

Methods and Materials

To operationalize this secure authentication framework, the proposed methodology delineates a highly
intricate, three-stage hybrid watermarking architecture that meticulously combines the mathematical properties
of frequency domain transformations with the advanced exploratory capabilities of metaheuristic optimization.
In the preliminary stage, the sensitive identity data designated for embedding—acting as the cryptographic
watermark—is systematically compressed utilizing Huffman coding, a lossless data compression algorithm
that significantly reduces the payload’s volumetric footprint and eliminates informational redundancy, thereby
fortifying the data against transmission channel degradation. The core embedding process initiates with the
application of the Discrete Wavelet Transform (DWT) to the host digital exam paper, effectively decomposing
the high-resolution spatial domain into distinct, non-overlapping frequency sub-bands characterized by varying
levels of visual significance and energy concentration. To further isolate the optimal mathematical subspace
for data concealment, the Discrete Cosine Transform (DCT) is subsequently applied to the carefully selected
mid-frequency sub-bands, transitioning the data into a domain where the energy is compactly distributed,
which inherently minimizes the perceptible distortion caused by subsequent algorithmic alterations. Following
this dual-transformation, Singular Value Decomposition (SVD) is employed to extract the singular values of
the transformed matrices, providing a highly stable algebraic foundation where the watermark bits can be
injected through the precise modulation of scaling factors. The defining methodological innovation of this
research, however, lies in the strategic deployment of the African Vultures Optimization Algorithm (AVOA)
to govern the spatial-frequency block selection process. Rather than relying on arbitrary or static region
selection, AVOA operates by simulating the sophisticated foraging behaviors, starvation dynamics, and
hierarchical navigation strategies of African vultures to dynamically explore the expansive computational
search space of the image. The algorithm’s custom-designed fitness function rigorously evaluates potential
embedding blocks, deliberately penalizing regions containing structural edges, sharp corners, or high-contrast

textual boundaries, and forcefully directing the virtual agents toward high-energy, homogeneous textural



zones. By strictly avoiding sensitive visual topologies, the AVOA ensures that the physical injection of the
watermark occurs exclusively in areas where human visual perception is least sensitive to localized pixel
variance. This sophisticated, biologically inspired optimization orchestrates the perfect alignment of transform
parameters, culminating in a highly robust embedding phase, followed by a mathematically symmetric
extraction phase that is rigorously simulated and empirically validated utilizing the MATLAB computational
environment.

Findings

The empirical evaluation of the proposed framework, conducted through exhaustive computational simulations
on standard, complex test images including Peppers, Prague, and Mahbod, yielded exceptional outcomes that
unequivocally demonstrate the superiority of the optimized hybrid approach over contemporary baseline
techniques. A comprehensive quantitative analysis utilizing a spectrum of standardized image quality and
robustness metrics—specifically Mean Square Error (MSE), Peak Signal-to-Noise Ratio (PSNR), Structural
Similarity Index Measure (SSIM), and Normalized Correlation (NC)—revealed profound enhancements in
both imperceptibility and resilience. Primarily, the algorithmic avoidance of sensitive edge and corner pixels
orchestrated by the AVOA resulted in a dramatic, statistically significant reduction in the Mean Square Error
across all testing scenarios when juxtaposed against established robust watermarking protocols and remote
sensing blind detection algorithms. This minimization of spatial error naturally translated into consistently
higher PSNR values, mathematically confirming that the acoustic and visual noise introduced by the watermark
embedding process was effectively suppressed to sub-perceptual thresholds. Most notably, the framework
exhibited extraordinary proficiency in preserving the holistic structural integrity of the host documents, a
critical necessity for educational exam papers laden with intricate diagrams and fine-grained typography.
Evaluations of the structural similarity demonstrated remarkable performance leaps; the proposed method
enhanced the SSIM index by an impressive margin of 4 to 12 percent for the highly textured Peppers image, 3
to 11 percent for the architecturally complex Prague image, and 6 to 10 percent for the Mahbod dataset,
systematically  outperforming conventional frequency-domain and unoptimized steganographic
methodologies. Beyond the preservation of visual fidelity, the architecture demonstrated formidable
cryptographic resilience. The calculated Normalized Correlation (NC) values for the extracted watermarks
consistently approached the absolute ideal of unity, empirically validating the framework’s capacity to
flawlessly reconstruct the embedded identity data even after the host media was subjected to standard digital
signal processing operations and simulated channel noise. The high correlation directly validates the efficacy
of the preliminary Huffman compression and the robust stabilization provided by the SVD modifications.
Consequently, the findings concretely establish that the synergistic integration of metaheuristic spatial
optimization with multi-layered frequency transformations successfully resolves the historic, paradoxical
trade-off inherent in digital watermarking, delivering a solution that is simultaneously invisible to the human

eye and highly resilient to digital perturbation.



Conclusion

In summation, this research successfully architects, implements, and extensively validates a pioneering digital
watermarking framework tailored specifically for the rigorous security authentication demands of modern
educational assessment environments. By innovatively synthesizing the Discrete Wavelet Transform, Discrete
Cosine Transform, and Singular Value Decomposition with the advanced spatial-frequency optimization
capabilities of the African Vultures Optimization Algorithm, the proposed methodology transcends the
traditional limitations associated with document steganography. The profound empirical improvements
observed in structural similarity and signal-to-noise ratios confirm that dynamically targeting high-energy,
edge-devoid topological regions is a highly effective strategy for embedding substantial cryptographic
payloads without introducing perceptible morphological distortion to sensitive exam papers. From a practical
application perspective, this optimized framework holds immense transformative potential for institutional
Learning Management Systems, offering a seamless, computationally reliable mechanism to automatically
embed invisible, indestructible student identities and temporal metadata directly into the digital fabric of
submitted assessments. This capability fundamentally mitigates the risks of academic misconduct,
unauthorized digital distribution, and document falsification, thereby reinforcing the foundational integrity of
remote education. While the multi-stage transformational complexity of the methodology necessitates a higher
computational threshold—presenting a minor limitation for instantaneous, ultra-high-volume real-time
processing systems—the architectural robustness it provides makes it an indispensable tool for asynchronous
document verification. Future research trajectories will focus on mitigating these computational demands by
integrating lightweight convolutional neural networks to predict optimal embedding zones instantaneously,
alongside expanding the framework’s capacity to support multiple simultaneous watermarks and adapting the
algorithmic logic to accommodate the complex multi-dimensional properties of advanced color spaces.
Ultimately, this study provides a robust, scalable, and highly secure digital blueprint that significantly advances
the state-of-the-art in digital rights management, paving the way for a new era of unassailable academic and

institutional document authentication.
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