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Abstract

This study aimed to develop a comprehensive and context-based model for cultivating e-citizenship skills within Iran’s educational system.
A qualitative interpretive approach was employed using thematic analysis. Data were collected through semi-structured interviews with
15 experts in educational technology, curriculum studies, educational management, and citizenship education. Participants were selected
via purposive and snowball sampling until theoretical saturation was achieved. Data analysis was conducted through open and axial coding,
and trustworthiness was ensured through member checking, data triangulation, and intercoder agreement procedures. The analysis
resulted in a multidimensional model consisting of seven core dimensions: technical—operational literacy, security—protective literacy,
legaljuridical literacy, ethical-behavioral competence, critical digital literacy, digital civic participation competence, and digital health
competence. These dimensions were structured into 31 components and 93 operational indicators. The inferred relationships among
dimensions indicated that ethical competence and digital civic participation function as key mediating pathways linking foundational digital
literacies to healthy and responsible digital behavior. The proposed model conceptualizes e-citizenship cultivation as a holistic educational
process that integrates cognitive, ethical, and behavioral dimensions. It provides a systematic framework to guide curriculum
development, teacher professional development, and the design of supportive learning environments for effective e-citizenship education.
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Extended Abstract

Introduction

The rapid expansion of digital technologies over the past two decades has fundamentally reshaped social
interaction, learning environments, civic participation, and the very meaning of citizenship. The omnipresence
of the internet, social media platforms, and digital services has created new opportunities for communication
and participation, while simultaneously generating complex ethical, legal, and psychosocial challenges. In this
context, the concept of digital citizenship has emerged as a key educational construct aimed at preparing
individuals to engage responsibly, critically, and ethically in digital environments (Choi, 2016; Ribble, 2015).
Digital citizenship extends beyond technical proficiency and encompasses a broad set of competencies related
to values, rights, responsibilities, and well-being in cyberspace.

Educational systems play a central role in cultivating these competencies, as schools are primary institutions
for socialization and civic formation. Contemporary scholarship emphasizes that students’ early and sustained
exposure to digital environments necessitates systematic educational interventions rather than ad hoc or tool-
oriented training (Fingal, 2019; Mattson, 2021). Without structured guidance, students may develop
fragmented digital skills that fail to translate into responsible behavior, critical thinking, or civic engagement.
As a result, international educational discourse increasingly recognizes digital citizenship education as a core
component of modern curricula (Prasetiyo et al., 2021; Zinser, 2012).

Theoretical and empirical studies conceptualize digital citizenship as a multidimensional construct integrating
technical, ethical, legal, critical, participatory, and health-related dimensions (Fernandez-Prados et al., 2021;
Ribble, 2015). However, despite growing consensus on its importance, there remains considerable variation
in how digital citizenship is defined, operationalized, and implemented across educational systems. This
diversity has led to conceptual ambiguity and fragmented instructional practices, underscoring the need for
coherent and context-sensitive models (Oztiirk, 2021).

In non-Western and culturally distinctive contexts, such as Iran, this need becomes particularly pronounced.
National studies indicate that although access to digital technologies has expanded, educational approaches to
digital citizenship remain largely instrumental, focusing on basic ICT skills while neglecting ethical, critical,

and civic dimensions (Behroudi & Jahani Nashroudkoli, 2019; Mirzaei & Mirshekari, 2015). At the same

time, culturally grounded perspectives emphasize the importance of aligning digital citizenship education with



local values, moral frameworks, and social responsibilities (Ghasempour Khoshroudi & Ghasempour
Khoshroudi, 2013; Razeghipour et al., 2021). Recent research further highlights the role of schools and
teachers in fostering students’ responsibility and ethical awareness in cyberspace, while pointing to the absence
of integrated and evidence-based models to guide practice (Amiri et al., 2025; Sharifi et al., 2025).
International literature similarly stresses that effective digital citizenship education requires holistic
frameworks that move beyond prohibitive rules toward empowerment, ethical reasoning, democratic
participation, and digital well-being (Mattson, 2024; Valles-Peris & Domenech, 2024). Empirical
evaluations of structured curricula demonstrate that comprehensive approaches can significantly improve
students’ digital knowledge and reduce harmful online behaviors (Boyle, 2010; Brandau et al., 2022).
Leadership and school culture have also been identified as critical factors in embedding ethical and responsible
technology use within educational settings (Baydar, 2022). Nevertheless, gaps persist between theoretical
models and their practical translation into school-based programs, particularly in contexts with distinct cultural
and institutional characteristics (Al-Abdullatif & Gameil, 2020; Ibrahimoglu, 2020; Mahadir et al., 2021).
Against this backdrop, the present study addresses the lack of a comprehensive, culturally responsive model
for cultivating e-citizenship skills within Iran’s educational system. By synthesizing expert perspectives
through qualitative inquiry, the study seeks to articulate a multidimensional framework capable of guiding
curriculum development, teacher education, and policy decisions in the field of digital citizenship education.
Methods and Materials

This study adopted a qualitative interpretive research design aimed at developing a conceptual model grounded
in expert knowledge and professional experience. Data were collected through semi-structured interviews with
15 experts drawn from the fields of educational technology, curriculum studies, educational management, and
citizenship education. Participants were selected using purposive sampling complemented by a snowball
technique to ensure access to individuals with substantial expertise and practical involvement in digital
education initiatives.

Interviews were designed to elicit in-depth reflections on the meaning, dimensions, and educational
requirements of digital citizenship within the national context. Data collection continued until theoretical
saturation was achieved, indicating that additional interviews no longer yielded new conceptual insights. The
collected data were analyzed using thematic analysis, following systematic procedures of open and axial
coding. To enhance trustworthiness, multiple strategies were employed, including prolonged engagement with
the data, peer debriefing, and consistency checks during the coding process.

Findings

The qualitative analysis resulted in the development of a comprehensive e-citizenship cultivation model
consisting of seven core dimensions, 31 subcomponents, and 93 operational indicators. The first dimension,

technical-operational literacy, encompasses foundational digital skills required for effective interaction with



digital tools and platforms. This dimension emerged as a prerequisite for engagement with other aspects of
digital citizenship but was not sufficient on its own to ensure responsible behavior.

The second dimension, security—protective literacy, refers to competencies related to online safety, privacy
management, and awareness of cyber threats. Participants emphasized that without adequate security literacy,
students remain vulnerable to digital risks regardless of their technical proficiency. Closely related, the third
dimension, legal-juridical literacy, highlights understanding digital rights, intellectual property, and the legal
consequences of online actions.

The fourth dimension, ethical-behavioral competence, emerged as a central mediating factor within the model.
It includes values such as respect, responsibility, honesty, and accountability in digital interactions. Experts
consistently identified ethical competence as the key link between digital knowledge and observable online
behavior. The fifth dimension, critical digital literacy, involves the ability to evaluate information, recognize
misinformation, and analyze digital content with discernment.

The sixth dimension, digital civic participation competence, reflects students’ capacity to engage
constructively in online civic and social activities, including dialogue, collaboration, and responsible
participation in digital communities. Finally, the seventh dimension, digital health competence, represents the
ultimate outcome of e-citizenship education, encompassing balanced technology use, psychological well-
being, and healthy integration of online and offline life.

The relationships among these dimensions indicate a hierarchical and process-oriented structure. Foundational
literacies enable ethical and critical capacities, which in turn facilitate civic participation and culminate in
digital well-being. The model thus conceptualizes e-citizenship as a developmental trajectory rather than a set
of isolated skills.

Discussion and Conclusion

The findings of this study underscore that cultivating e-citizenship is a holistic and multidimensional
educational endeavor that extends far beyond teaching technical skills. The proposed model demonstrates that
responsible digital behavior and digital well-being emerge through the interaction of knowledge-based
literacies with ethical reasoning, critical awareness, and civic engagement. This integrative perspective
challenges reductionist approaches that equate digital competence with mere technological proficiency.

A key contribution of the study lies in highlighting the mediating role of ethical-behavioral competence. The
results suggest that ethical values serve as the transformative mechanism through which digital knowledge is
translated into responsible action. Without this ethical mediation, technical and informational skills may fail
to prevent harmful or irresponsible online behaviors. Similarly, the prominence of critical digital literacy
reflects the necessity of preparing students not only to access information but also to interpret and evaluate it
within complex digital ecosystems.

The inclusion of digital civic participation as a distinct dimension reinforces the view that digital citizenship

is inherently social and participatory. Education in this domain should empower learners to contribute



positively to digital communities and public life rather than positioning them as passive consumers of
technology. Ultimately, the emphasis on digital health competence reframes e-citizenship education as a
pathway toward sustainable well-being, recognizing the psychological and social impacts of digital
engagement.

In conclusion, the model developed in this study offers a coherent and contextually grounded framework for
e-citizenship education within Iran’s educational system. By articulating clear dimensions and developmental
pathways, it provides practical guidance for curriculum designers, educators, and policymakers seeking to
implement comprehensive and value-based digital citizenship programs. More broadly, the study contributes
to international discourse by illustrating how global conceptualizations of digital citizenship can be
meaningfully adapted to local cultural and educational contexts, thereby enhancing both theoretical clarity and

practical relevance.
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