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Abstract
This study aims to design and validate an intelligent hybrid DEA—ANN model to predict and optimize risk management in the digital

supply chain of the steel industry. This applied mixed-method research identified 160 digital supply chain risks through a systematic
literature review and expert interviews. Risk indicators including probability, severity, and detectability were quantified using
questionnaires. Risk Priority Numbers were calculated, optimized via Data Envelopment Analysis with cross-efficiency, and subsequently
used to train an Artificial Neural Network for predictive modeling. The results indicate that the hybrid DEA—ANN model, with an
optimized two-hidden-layer architecture, demonstrates strong explanatory power and accurately predicts variations in risk efficiency,
showing low prediction error and a satisfactory coefficient of determination. The proposed model provides an effective intelligent tool for
risk prediction and decision support in digital steel supply chains and represents a robust alternative to conventional risk assessment
approaches.
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Extended Abstract

Introduction

Digital transformation has fundamentally reshaped supply chain structures by integrating advanced
technologies such as artificial intelligence, big data analytics, the Internet of Things, blockchain, and cyber—
physical systems into operational and strategic processes. These developments have led to the emergence of
the digital supply chain, characterized by real-time data exchange, increased transparency, automation, and
enhanced responsiveness to environmental uncertainty. While digital supply chains offer significant
opportunities for efficiency, agility, and performance improvement, they simultaneously introduce new forms
of risk that are more complex, interconnected, and difficult to predict than those in traditional supply chains
(Pellicelli, 2023; Porter, 2021).

The literature on supply chain risk management has evolved from focusing on physical disruptions and
logistical delays toward addressing systemic, cyber, and data-driven risks embedded in digitally enabled
networks (DuHadway et al., 2019; Rao & Goldsby, 2009). Recent studies emphasize that digital technologies
may act as a double-edged sword: while they can strengthen resilience and coordination, they also amplify
vulnerability through technological dependency, cyber exposure, and cascading failures across interconnected
systems (Fosso Wamba & Queiroz, 2022; Gupta, 2022). These risks are particularly salient in capital-
intensive and strategically critical industries such as steel, where disruptions can lead to substantial economic
losses and operational shutdowns (Ghadge et al., 2020; Mehrmanesh & Mirmahalleh, 2020).

Existing approaches to supply chain risk assessment largely rely on traditional multi-criteria decision-making
techniques such as FMEA, AHP, TOPSIS, and related variants. Although these methods provide structured
frameworks for risk identification and prioritization, they are often static, expert-dependent, and limited in
their ability to capture nonlinear relationships and dynamic interactions among risk factors (Abdel-Basset &

Mohamed, 2020; Araz et al., 2020; Dias et al., 2020). As digital supply chains generate large volumes of

heterogeneous and rapidly changing data, these limitations become increasingly problematic.



In response, scholars have increasingly advocated the use of data-driven and intelligent techniques for supply
chain risk management. Artificial neural networks have been widely applied for risk prediction due to their
capacity to learn complex nonlinear patterns and generalize from historical data (Dijie, 2022; Fu et al., 2022;
Rezki & Mansouri, 2023). Systematic reviews further confirm the effectiveness of ANN-based models in
improving predictive accuracy in supply chain contexts (Soori et al., 2023; Zogaan et al., 2025). However, a
persistent challenge in ANN-based approaches lies in the lack of transparent and theoretically grounded
mechanisms for weighting risk indicators and benchmarking relative risk efficiency.

Data Envelopment Analysis (DEA) has emerged as a powerful nonparametric technique for evaluating relative
efficiency across decision-making units by simultaneously considering multiple inputs and outputs without
requiring predefined weights (Emrouznejad & Yang, 2018). Recent studies suggest that DEA can complement
traditional risk metrics by providing a multidimensional efficiency perspective (Lee et al.,, 2022).
Nevertheless, DEA alone remains primarily descriptive and requires recalculation when new data or scenarios
arise.

To address these gaps, recent research has proposed hybrid DEA-ANN models that integrate the benchmarking
strength of DEA with the predictive capabilities of neural networks (Nazari-Shirkouhi et al., 2023; Singh et
al., 2019). Such hybrid approaches are particularly promising for digital supply chains, where risk dynamics
are highly interconnected and continuously evolving (Brintrup et al., 2024; Radanliev & et al., 2020).
Despite their potential, empirical applications of DEA-ANN models in the context of digital supply chain risk
management—especially in heavy industries such as steel—remain limited. This study seeks to address this
gap by developing and empirically testing a hybrid DEA-ANN framework for predicting and optimizing risk
management in the digital supply chain of the steel industry.

Methods and Materials

This research adopted an applied mixed-method design combining qualitative and quantitative approaches.
Initially, a systematic review of the literature and semi-structured expert interviews were conducted to identify
key risk factors associated with digital supply chains in the steel industry. As a result, 160 distinct risks were
identified and classified across five main stages of the digital supply chain: digital sourcing, digital production,
digital logistics, digital distribution, and digital sales.

A structured questionnaire was then developed to quantify each risk based on three standard dimensions:
probability of occurrence, severity of impact, and detectability. Experts scored each dimension on a ten-point
scale. Risk Priority Numbers were calculated by combining these dimensions to provide an initial quantitative
representation of risk criticality.

To overcome the limitations of simple risk aggregation, Data Envelopment Analysis with cross-efficiency
evaluation was employed to assess the relative efficiency of each identified risk as a decision-making unit. The
resulting cross-efficiency scores were subsequently used as target outputs for training an Artificial Neural
Network.



The neural network architecture was optimized through systematic experimentation with different
configurations, including the number of hidden layers, neurons, activation functions, learning rates, and
solvers. The final model consisted of two hidden layers and was trained using supervised learning techniques.
Model performance was evaluated using standard statistical metrics, including mean squared error, coefficient
of determination, correlation coefficients, and relative prediction error.

Findings

The analysis revealed that risks related to technological infrastructure, cybersecurity, data integrity, and system
integration exhibited the highest criticality across the digital supply chain stages. Digital logistics and digital
sales stages were particularly vulnerable, reflecting their dependence on real-time data exchange and platform
reliability.

DEA cross-efficiency analysis demonstrated that several risks with similar Risk Priority Numbers differed
substantially in terms of relative efficiency, highlighting the added value of efficiency-based evaluation. This
result confirmed that traditional risk ranking alone is insufficient for capturing systemic risk behavior in digital
supply chains.

The trained neural network achieved strong predictive performance, with low mean squared error and a high
coefficient of determination, indicating that the model successfully learned the underlying patterns linking risk
attributes to efficiency outcomes. The correlation between actual and predicted cross-efficiency scores was
high, confirming the robustness and stability of the hybrid DEA-ANN framework.

Scenario-based analysis further showed that reducing the probability of a limited number of high-impact risks
led to measurable improvements in overall system efficiency, illustrating the interconnected and cascading
nature of digital supply chain risks.

Discussion and Conclusion

The findings demonstrate that the proposed hybrid DEA-ANN model provides a robust and effective tool for
managing risk in digital supply chains. By integrating efficiency benchmarking with predictive learning, the
model moves beyond static risk assessment toward a dynamic and forward-looking approach.

The results highlight that digital supply chain risks are inherently networked, meaning that targeted mitigation
of key risks can generate positive spillover effects across the entire system. This insight is particularly relevant
for the steel industry, where complex interdependencies amplify the consequences of disruption.

From a theoretical perspective, the study supports the argument that effective digital supply chain risk
management requires adaptive and intelligent mechanisms capable of learning from data and anticipating
future conditions. The hybrid DEA-ANN framework contributes to the literature by demonstrating how
traditional efficiency analysis can be successfully combined with machine learning to address the limitations

of each approach in isolation.




Practically, the model offers decision-makers a data-driven basis for prioritizing risk mitigation strategies and
allocating resources more effectively. Rather than reacting to disruptions after they occur, managers can use
predictive insights to enhance resilience and operational continuity.

In conclusion, this study shows that hybrid intelligent models represent a promising direction for advancing
digital supply chain risk management. The DEA-ANN framework developed here provides both analytical
rigor and practical relevance, offering a scalable solution that can be adapted to other industries facing similar

digital transformation challenges.
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